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• Improve FSA security and privacy controls to protect FSA systems and information:
– Confidentiality
– Integrity
– Availability
– Accountability

• Simplify security design and deployment
– Speed development of systems
– Capture successful and proven security solutions
– Promote structured, systematic, and repeatable security controls
– Increase consistency of security across FSA systems

• Identify security functions that can be deployed as security services
– Decrease cost, effort, and risk associated with development of security 

functions
– Define technical services, components, and standards that will simplify 

compliance with regulatory requirements

Objectives for the Security & Privacy Architecture
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Proposed Security & Privacy Architecture Vision
Functions
• Secure communications channels
• Verify requesting and processing entities
• Manage security privileges of web services
Benefits
• Interoperability of web services
• Reduced costs
• Enhanced security of partner communications

Functions
• Provide flexible authentication
• Simplify sign-on
• Reduce number of user IDs and passwords
• Policy-based authorization rules
Benefits
• Improved consistency of access across systems
• Improved speed of system delivery
• Decreased cost of system development

Functions
• Centralize or delegate security administration
• Automate provisioning of user access accounts
• Manage password policies
• User self-service password reset or registration
• Support for security approval workflow tools
Benefits
• Reduce application maintenance costs
• Decrease time lag for obtaining access
• Better control of terminated accounts
• Facilitate regulatory compliance and audits

Functions
• Consolidate identity data stores
• Maintain identity data repositories
• Synchronize identity data across  data stores
Benefits
• Improved accuracy of and consistency of identity 

data
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• The FSA Security and Privacy Architecture will need to be updated 
periodically 

• Communicate Security & Privacy Architecture Vision
• Select and define FSA security functions that can be deployed as services
• Coordinate with business initiatives to define common requirements for 

security architecture services
– Data Strategy (Enrollment and Access Management, Technical 

Strategies)
– PIN Reengineering Analysis 

• Develop standards to support the Security & Privacy Architecture, e.g.,
– Web security standards
– Data classification
– Enterprise authorization standards and access roles
– Standards for web services security

• Create security architecture standards for outsourced services
– Network security
– Security monitoring

Key Points and Next Steps



5FY03 Security and Privacy Architecture Framework

Enrollment

Consolidated
Data

Collection

Eligibility &
Approval
Process

Trading
Partner
Admin

Eligibility & 
Approval 
Process

Trading 
Partner 
Administration

Consolidated 
Data 
Collection

Example: Enrollment & Access Management Vision

Access
Control

Access Management

Enrollment & Security Workflow

Authentication

Authorization
Authorization

Web
Authentication

Identity
Management

Audit

Delegated 
Administration

Enterprise User
Administration

Eligibility and approval
information

Enrollment
information

User provisioning
and account 

configuration data

Identity
information,
credentials,
access rules

RID

• Automate enrollment and access data flow between systems
• Route requests and manage approval processes

• Provide single 
management point 
for enrollment data

• Manage security at 
the enterprise level.

• Eliminate 
organization-
specific or system-
specific anomalies 
in user sign up or 
user permissions.

• Manage security functions across environments and platforms
• Reduce the number of passwords (simplified sign-on)
• Provides self-service functions (registration, password reset, etc.)
• Allow delegated security administration of selected tasks
• Synchronizes passwords across multiple systems and platforms

• Reduce number of User IDs and passwords for 
web based applications (Single Sign-On).

• Provide tools to implement Web Services 
Security standards.

• Provide flexible authentication methods for web 
applications
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Appendix A: 
Generic Application Security Functions

This diagram shows a simplified view of security functions commonly built into individual systems or applications. 
• The callouts show high-level business questions and functions addressed by each type of security component. 
• The outermost box in the diagram represents the perimeter and infrastructure security functions required for a 

complete security capability.

Authentication Access
Control

System/Application
Functions

and
Data

Administration
& Account

Management

Auditing,
Logging,

& Reporting
Identity

Data
Access
Rules

Workstation

Security System

Who is using the system?

What is a specific user
allowed to see and do on the

system?

How do we efficiently
configure security and

manage user accounts?

How do we effectively track
and report user permissions

and activities?

User Login

Simplified
Depiction

Security System

Core System
or Application

Network Security, Communications Security, and Monitoring Controls 
(firewalls, anti-virus, encryption, IDS, etc.)



7FY03 Security and Privacy Architecture Framework

Appendix  B: 
Typical Application Architectures

The diagram below shows a more typical situation, with multiple web applications and mainframe or legacy systems 
interacting to perform a business function.

• Each system or application has its own security functions and security database. 
• As a result, identity and profile information for users with access to multiple systems must be configured and 

managed in separate operations using different administrative interfaces.
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Appendix C: Proposed Security Services
Security Services proposed for the FSA Security Architecture include Identity Management and Web Access 

Management.
• Access Management provides login and authentication functions for multiple web applications.
• Identity Management provides enterprise administrative and management functions by communicating with the 

security components of systems across the organization.

• Common 
authentication

• Session management
• Single Sign-on
• Activity logging
• User administration for 

web applications
• Delegated 

administration for web 
applications

• Central Administrative 
views across the 
enterprise

• Automate user account 
provisioning and 
termination

• Delegated administration
• Password 

synchronization and 
management

• Access audit reporting
• Registration and 

approvals
• User self-service (e.g., 

password change, 
resets)


